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Abstract—Anomaly-based ML-NIDS (A-NIDS) model nor-
mal network behavior from benign data and classify devia-
tions from this baseline as anomalies, theoretically enabling
the detection of evolving attack variants without labeled
attack data. The ability of A-NIDS to generalize critically
depends on the quality of the feature space representing net-
work behavior. However, the requirement for feature spaces
that encode attack-relevant semantics has received little
attention and remains poorly understood. As a consequence,
these systems still struggle to meet practical operational
constraints (low false positive rates without compromising
detection performance and generalization to attack variants).
We identify two limitations in the current feature spaces.
First, Out-of-Dimension Blindness, where features do not
capture essential attack mechanism properties. Second, At-
tack Strategy Aggregation Failure, where features cannot en-
code composite attack behaviors. Moreover, we demonstrate
that two SotA data-driven generalization frameworks (based
on incremental and contrastive learning) cannot compensate
for these feature-level shortcomings.

To bridge this gap, we present KNOWML, a framework
that encodes attack domain knowledge directly into the
feature space. For each attack family, our method employs
LLMs to construct a corresponding Knowledge Graph (KG)
from attack implementations. Symbolic reasoning is then
applied over the KG to enumerate potential attack strategies
and their compositions. The resulting Knowledge-Augmented
Feature Space enables effective generalization even when
trained exclusively on benign traffic, a capability beyond cur-
rent approaches. Systematic empirical evaluations show that
KNOWML achieves up to 99% detection rates while main-
taining false positive rates at or below 0.0137%, substantially
outperforming contemporary feature-based baselines across
diverse attack variants.

Index Terms—Anomaly Detection, Network Intrusion Detec-
tion, Knowledge Graphs, Feature Space, LLMs.

1. Introduction

Among Machine Learning-based Network Intrusion
Detection Systems (ML-NIDS), Anomaly-based ones (A-
NIDS) have been widely studied for their potential to
detect both evolving and previously-unseen attack variants
without requiring extensive labeling to improve general-
ization [13], [101], [102]. Recent studies report strong per-
formance on benchmark datasets, demonstrating progress
in detection accuracy and generalization [80], [84], [101],

[102], positioning A-NIDS as promising candidates for
practical deployment.

Practicality, however, imposes two demanding con-
straints. First, a low False Positive Rate (FPR) is essential,
unlike domains such as image classification: typical net-
work traffic rates (10,000+ pps [33]) mean that even a 1%
FPR yields an impractical volume of false alarms [15],
[17], [85]. Second, A-NIDS must effectively detect both
seen and unseen attack variants. Yet contemporary work
often operates under permissive FPR thresholds (e.g.,
5% in [100]) and evaluations are typically conducted on
homogeneous datasets [38], which do not fully capture the
diversity of attack strategies encountered in practice [71].

In this paper, we start by investigating whether current
A-NIDS can satisfy the aforementioned operational con-
straints of low FPRs while detecting sophisticated attack
variants. When we discuss A-NIDS, we focus on two
building blocks of such systems: a feature space that
represents traffic characteristics, and a machine learning
model that performs anomaly-based detection. Within this
setting, our initial empirical analysis indicates that the
choice of feature space has a stronger influence on detec-
tion effectiveness than the choice of model architecture.
This observation motivates a deeper examination of why
existing feature spaces may fall short.

We hypothesize that the underlying cause is a funda-
mental knowledge gap that manifests in two forms, Out-
of-Dimension Blindness, where features directly related
to attack mechanisms are missing, and Attack Strategy
Aggregation Failure, where features are not aggregated
in a way that captures composite attack strategies. These
gaps arise because current systems are built on incomplete
and heuristic assumptions about attacker strategies. Unlike
conventional ML applications such as image classification,
where models operate on complete input data, that is,
all pixels in an image (distorted or not) and learn rep-
resentations from this entire space [19], [20], [78], intru-
sion detection operates on network traffic that contains a
large and heterogeneous set of potential signals. Packet
headers, timing patterns, connection states, and behav-
ioral sequences across protocol layers are all plausible
candidates for monitoring. In practice, human engineers
must explicitly select which subset of these candidates to
measure, and this design choice defines the feature space
on which learning occurs. When the selected feature space
lacks sufficient discriminative information, we observe
two failure modes in our preliminary analysis (§2). First,
models require higher FPRs to reach reported detection
rates, which conflicts with operational requirements for
low FPRs (§2.1). Second, attacks that primarily manifest



in unmonitored features of the traffic may appear benign
in the monitored features and thus evade detection, a
behavior reminiscent of mimicry style attacks [92] (§2.1).

To close this gap, a natural idea is to enumerate a
rich set of features and learn representations over this
enlarged space. In NIDS, however, this is impractical for
two reasons. First, real-time processing at high-packet
rates hinders monitoring every potential signal; unlike
malware detection, where feature spaces with millions of
dimensions are feasible for static analysis [16], a NIDS
must balance attack-surface coverage with compactness
for efficient processing. Second, data-driven feature engi-
neering requires comprehensive datasets spanning diverse
attack behaviors [9], [10], [42], [58], which remain scarce
in network security [38], causing learned representations
to generalize poorly to unseen variants.

We therefore seek a feature space that is both dis-
criminative enough to detect attack variants, and com-
pact enough for efficient monitoring. To achieve this, we
require a proxy for approximating the space of possible
attack strategies to serve as a foundation for feature de-
sign. To this end, we turn to open-source attack imple-
mentations as a concrete, analyzable record of attacker
strategies and introduce KNOWML as a framework for
systematic analysis of attack implementations to extract
knowledge-augmented features. Given an attack family
name (e.g., TCP DoS), KNOWML employs LLMs to con-
struct a Knowledge Graph (KG) from code repositories.
For example, the “TCP DoS” family encompasses any
manipulation of TCP to achieve denial of service, where
manipulating a specific field (e.g., window-size value [67])
constitutes a variant. KNOWML then applies reasoning to
analyze attack strategies and their combinations, deriving
a Knowledge-Augmented Feature Space (KAFS) grounded
in attack semantics.

We validate our hypothesis and the utility of
KNOWML through three complementary evaluations.
First, we compare KAFS with three widely used feature
spaces across two anomaly detection models on diverse
network datasets, isolating the impact of feature design
from model architecture and hyperparameter choices (to
avoid the known “benchmark lottery problem” [27]). Sec-
ond, we assess whether advanced data-driven generaliza-
tion techniques can substitute for a knowledge-guided fea-
ture space by comparing KNOWML with state-of-the-art
incremental and contrastive learning frameworks. Third,
we conduct ablation and efficiency analyses to quantify
individual component contributions and demonstrate that
KAFS remains computationally feasible while delivering
the strongest overall generalization.
In this paper, we make the following contributions:

• We systematize the weaknesses of A-NIDS ap-
proaches, identifying two knowledge gaps arising
from reliance on non-discriminative features and
from an incomplete understanding of attacker strate-
gies (§2).

• We introduce KNOWML (§4.1), a framework that
constructs a Knowledge Graph of attack strate-
gies from code repositories using LLMs (§4.2)
and derives a Knowledge-Augmented Feature Space
grounded in attack semantics.

• We demonstrate through empirical evaluation that
identified knowledge gaps cannot be bridged through

machine learning techniques, and propose KAFS that
achieves up to 99% F1-score while maintaining FPR
at or below 0.0137% on both IoT and enterprise
networks, substantially outperforming baseline ap-
proaches (§5.2).

• We release KNOWML’s implementation and con-
structed KGs, and KAFS across CICIoT2023, CIC-
IDS2017.1 To address the scarcity of recent attack
variants in existing benchmarks, we collect, annotate,
and release 9 attack variants, including exploits of re-
cently disclosed vulnerabilities absent from standard
datasets (§5).

2. Motivation

In this section, we motivate our work by examin-
ing how current A-NIDS behave under two practical
constraints, namely maintaining low false positive rates
and detecting sophisticated attack variants. We show that
detection performance degrades substantially when these
constraints are enforced.

Anomaly Detection. Given benign traffic data X
sampled from the benign distribution D, unsupervised
anomaly detection models learn normal behavior repre-
sentations and assign anomaly scores to new samples. A
threshold φ, determined from validation data, flags sam-
ples as anomalies when scores exceed φ (reconstruction-
based) or fall below it (density-based). An effective A-
NIDS must maintain high TPR under stringent thresholds
ensuring low FPR. Formally, we define “reducing FPR”
as adjusting φ on validation data such that FPR ≤ φ [54].

Feature-Space Baselines. To assess how the choice of
feature space affects detection performance, we compare
against three widely used methods that represent distinct
paradigms in the field. The first baseline is the Kitsune fea-
ture space (KIT) [63], which provides a manually-defined
set of 100 features designed from partial attack knowl-
edge, such as using jitter in IP camera streams to detect
man-in-the-middle attacks. This baseline represents the
paradigm of expert-driven feature engineering based on
domain-specific attack characteristics. The second base-
line is the Standardized feature space (SFS) [80], which
derives features from CISCO NetFlow standards [23] and
extracts them using Argus [76]. This baseline is represen-
tative because it follows industry-standard network flow
specifications and is commonly used to extract feature
spaces for widely-adopted benchmark datasets such as
UNSW-NB15 [65]. The third baseline is CICFlowMe-
ter Features (CIC) [82] in its corrected version [34],
which serves as the default feature space for prominent
benchmark datasets including CIC-IDS2017 and CSE-
CIC-IDS2018 [82].

2.1. The FPR–TPR Trade off

In operational deployments, Anomaly-based ML-
NIDS (A-NIDS) must sustain very low false positive rates
to avoid causing alert fatigue. Following prior work [22],
[63], [81], [95], we regard an FPR of at most 0.1% as
operationally practical.

1. https://github.com/s2labres/KnowML



TABLE 1: Detection Performance (%) of Two Base-
line Anomaly Detectors on CIC-IDS2017 Dataset
(CIDS-17). FPRtr denotes the target False Positive Rate
(FPR) used for threshold tuning, and FPRte the rate mea-
sured on the test set.

FPRtr
Anomaly

Model Metric DoS
GoldenEye

DoS
Hulk

Benign
FPRte

≤ 10.0
GMM TPR 93.38 93.72 11.02F1-score 92.71 96.26

EoA TPR 72.62 57.15 9.98F1-score 78.99 72.16

≤ 0.1
GMM TPR 17.59 10.15 0.10F1-score 29.90 18.43

EoA TPR 63.87 38.94 0.10F1-score 77.92 56.04

In this section we examine how enforcing low FPR
affects True Positive Rate (TPR) for A-NIDS. We focus on
two representative anomaly detectors, Gaussian Mixture
Models (GMM) [11] and Ensembles of Autoencoders
(EoA) [63], which we refer to collectively as baselines
(for additional details on the experimental setup and re-
sults, see §5). Our objective is to systematically assess
the respective roles of the two core components of an
A-NIDS, namely the machine learning model and its
feature space. We proceed in two stages. In the first
stage, we fix the feature space and vary attack difficulty.
Using KIT, we evaluate the baselines on two progressively
more challenging attacks whose key behaviors are not
explicitly represented in the monitored features. The first
is a volumetric attack whose throughput increases during
the attack (Observation 1). The second is a non-volumetric
variant collected specifically for this study (Observation
2), both variants aim to achieve the same outcome–DoS.
In the second stage, we fix the ML-model and vary the
feature space to assess the contribution of feature design.
We compare three widely used feature spaces (CIC, SFS,
KIT) (Observation 3). The complete set of results for all
feature spaces is presented in §5.
Observation 1: TPR degrades when attack traffic
partially overlaps with benign under constrained FPR.
When enforcing operationally realistic FPR constraints
(≤0.1%), testing on attack variants that partially overlap
with benign traffic (Figure 1a) leads to substantial TPR
degradation. This effect is not always visible in prior
evaluations, which often adopt higher FPR thresholds, for
example, 5% in [100], or emphasize other metrics such as
Precision (for example, Precision up to 97.25% in [103])
without explicitly constraining FPR [37], [53], [77], [97].
For illustration, consider GMM [11] and EoA [63], both
trained on benign CIC-IDS2017 traffic [82] and evaluated
on DoS-GoldenEye and DoS-Hulk (HTTP DoS variants).
Under an FPR constraint of at most 0.1%, GMM TPR on
DoS-GoldenEye decreases from 93.38% to 17.59%, and
EoA TPR on DoS-Hulk decreases from 57.15% to 38.94%
(Table 1). Similar patterns under strict FPR constraints are
reported in [46], suggesting that maintaining high TPR at
low FPR remains a systemic challenge for current A-NIDS
approaches.
Observation 2: TPR collapses under substantial at-
tack–benign overlap and constrained FPR. Perfor-
mance degradation becomes more pronounced when at-
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(a) Partial overlap: DoS-Hulk vs. benign traffic
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(b) Substantial overlap: Nkiller2 vs. benign traffic

Figure 1: Attack-Benign Distributional Overlap in KIT
feature space. Probability density distributions projected
onto the first principal component (PC1). (a) DoS-Hulk
exhibits partial overlap with benign traffic, forcing a TPR-
FPR trade-off. (b) Nkiller2 exhibit near-complete overlap,
rendering detection infeasible at low FPR.

tack variants closely resemble benign traffic, particularly
for attacks that do not cause significant changes in network
throughput. The Nkiller2 DoS attack [67] illustrates this
challenge. Nkiller2 manipulates the TCP window size
while preserving packet lengths, inter-arrival times, and
throughput, features that are central to many existing
detection methods [30], [39], [40], [63]. By maintaining
throughput patterns that are statistically similar to benign
traffic, Nkiller2 can evade detectors that rely primarily
on volume-based anomalies. This effect is visible when
projecting Kitsune’s feature space onto its most discrim-
inative principal component (PC1), where Nkiller2 traf-
fic coincides with benign traffic (Figure 1b). Under low
FPR constraints, this overlap leads to detection failure.
On CICIoT2023, Kitsune attains 99.88% F1 score on
conventional TCP DoS attacks yet yields 0% F1 score on
Nkiller2. This discrepancy highlights that current A-NIDS
may struggle to generalize to operationally realistic vari-
ants whose behavior is not adequately captured by the
monitored features.
Observation 3: Inconsistent TPR across feature spaces
for attacks that are statistically-distinct from benign.
Under the same FPR constraints, baseline models can
exhibit inconsistent performance even on attacks that are
statistically distinct from benign traffic. We evaluate EoA
with hyperparameter optimization on three feature spaces
for CICIoT2023 DDoS attacks. As shown in Figure 2,
these attacks display markedly elevated packet rates with
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Figure 2: Statistical Separation in Packet Rate Distribu-
tions. DDoS attacks (DDoS-SYN/ACK Flood and DDoS-
RST/FIN Flood) on CICIoT2023 exhibit substantially el-
evated and concentrated packet rates compared to benign
traffic, representing statistically obvious attack signals that
should enable straightforward detection.

TABLE 2: Detection Inconsistency Across different
Feature Spaces. F1-scores (%) on CICIoT2023 DDoS
attacks under FPR (≤ 0.1%). Applying identical model
architecture (EoA) with optimized hyperparameters. De-
spite all feature spaces containing packet rate features and
attacks exhibiting obvious statistical separation, different
feature spaces exhibit markedly different detection capa-
bilities.

Attack SFS CIC KIT
DDoS-PSHACK (CIoT-23) 0.00 0.78 98.31
DDoS-RSTFIN (CIoT-23) 0.00 0.00 99.50

clear distributional separation from benign traffic. Al-
though all three feature spaces include packet/s features,
detection performance differs substantially (Table 2).
KIT achieves 98.31% and 99.50% F1-scores on DDoS
PSHACK and DDoS RSTFIN, respectively, whereas the
SFS [80] and CIC [82] obtain 0% F1-score on both
attacks. Upon inspection of the evaluated feature spaces,
it reveals that KIT aggregates packet size and rate at
different endpoint levels, suggesting that the way traffic
statistics are aggregated, rather than their mere presence,
plays a critical role in effective detection for A-NIDS.

2.2. Identified Knowledge Gaps

The three observations indicate that current A-NIDS
can be limited by inadequate feature-space design. In
particular, available features may lack attack-relevant se-
mantics or appropriate aggregation granularity to reliably
separate benign from malicious traffic under practical FPR
constraints. These limitations can be viewed as arising
from the following two knowledge gaps.

Gap I: Out-of-Dimension Blindness. The first gap ap-
pears when attacks exploit dimensions that are not rep-
resented in the feature space. Human-designed feature
spaces are constrained by researchers’ knowledge of plau-
sible attack strategies and specific detection tasks. When
discriminative dimensions are absent, attack traffic can
become statistically indistinguishable from benign traffic,
which is reflected in Observations 1 and 2. The Nkiller2
attack exemplifies this behavior. Kitsune, for instance,
monitors jitter and packet size but does not include TCP
window-related features, leading to near-complete overlap
between Nkiller2 and benign traffic in the monitored
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Figure 3: Detection Failure Under Per-Flow Analysis.
RST-FIN packets/s during distributed DoS. Individual flow
monitoring (1:1, brown) shows benign-appearing traffic
below detection thresholds. Aggregating multiple sources
to single victim (M:1, green) exposes attack bursts (shaded
regions) invisible to per-flow feature space.

space. The feature space illustrated in Figure 1 similarly
lacks HTTP protocol semantics, which makes HTTP-
based attacks difficult to distinguish from benign traffic
when throughput does not differ substantially (Observa-
tion 1). Under such conditions, achieving high TPR at low
FPR becomes infeasible: the substantial overlap between
attack and benign distributions allows for no decision
boundary that improves TPR without incurring excessive
false alarms.

Gap II. Attack Strategy Aggregation Failure. The sec-
ond critical gap arises when attackers employ combined
strategies where individual attack components remain in-
visible when monitored individually. A canonical example
is a multi source distributed DoS attack. Many contem-
porary A-NIDS are trained on feature spaces that provide
per-flow statistics and analyze each connection in isola-
tion. When monitoring traffic to a single victim (N = 1),
short-lived TCP connections from multiple sources often
appear benign on a per-flow basis and remain below the
anomaly threshold φ. In contrast, aggregating connections
across sources (M attackers to N = 1 victim) reveals
clear bursts, as illustrated in Figure 3, where M : 1
temporal aggregation exposes patterns that are invisible
in individual 1 : 1 flows. Observation 3 demonstrates this
effect. Even when attacks exhibit clear statistical signals,
such as elevated packet rates in Figure 2, detection success
depends on how features aggregate traffic. For example,
an M−N feature that sums corresponding 1−N flows
sharing the same destination can make a distributed attack
salient, whereas purely per-flow features may not. In our
experiments, the same packet rate signal yields a 99.50%
F1 score under one aggregation scheme (KIT) but 0%
under others (SFS, CIC), despite identical underlying traf-
fic and model architecture (Table 2). Although distributed
attacks are well studied [6], [75], [83], this knowledge
is not always reflected in feature space design, which
can hinder the detection of combined attack strategies.
These limitations do not invalidate existing feature spaces
but indicate that they are insufficient on their own under
realistic operational constraints.

3. Our Approach: Leveraging Attack Knowl-
edge for Systematic Generalization

Current A-NIDS fall short because human-designed
feature spaces cannot capture the diverse attack sur-



faces adversaries exploit (Gap I) nor represent the com-
bined strategies attackers employ (Gap II). We propose
KNOWML, which addresses both limitations by mining
known attack implementations to systematically enumer-
ate attack dimensions and their combinations through a
Knowledge Graph (KG), and translating these insights
into Knowledge-Augmented Features (KAFS) that encode
both atomic attack tactics and their composite strategies.
Unlike human-designed features that rely on researcher
intuition about plausible attacks, our approach grounds
feature space construction in actual attacker behavior ex-
tracted from relevant open-source attack implementations,
ensuring coverage of dimensions and aggregations that
baselines miss.

We construct this KG from publicly available attack
implementations. This approach is practical because ad-
versaries demonstrably reuse attack mechanisms across
time. Analysis of NIST vulnerability databases reveals
recurring patterns; e.g., the previously mentioned Nkiller2
DoS appeared in 2008, 2009, and 2024 [25], [64], [67];
Slowloris connection throttling was reported in 2007 and
resurfaced in 2025 [1], [5]; a 2025 HTTP denial-of-
service attack combined a 2024 header exploitation with
request smuggling from 2020 [3], [4], [12]. While this
analysis does not claim comprehensive coverage of all
attack variants, these examples illustrate that past attack
knowledge provides actionable primitives for anticipating
emergent threats through recombination.

To extract these behavioral primitives, we ana-
lyze launch parameters from attack implementations’
README.md documentation. Launch parameters are
command-line arguments controlling attack execution,
typically documented as:

$ python script.py --keep-alive
--syn_flag

--keep-alive: Maintain persistent \
connections

--syn_flag: Send SYN packets with \
specified flags

These parameters encode behavioral attack strategies
specifying how attackers vary their techniques. For ex-
ample, launching a TCP DoS attack with --keep-alive
and --syn_flag prolongs resource exhaustion by pre-
venting connection timeouts while flooding SYN queues
(see §4.2 for how we remove unrelated parameters).
Launch parameters effectively represent attack variations,
as demonstrated by their use in prior work for generating
attack variants in generalization testing [91]. As shown
in Figure 4, different parameter combinations for HTTP
DoS attacks (SLOW, BYPASS, AVB) produce measurably
distinct traffic patterns in packet count and flow duration
distributions. This variability confirms that launch parame-
ters encode operationally relevant behaviors, making them
effective primitives for enumerating attack strategies and
analyzing their compositions.

4. KNOWML

Informed by the knowledge gaps and motivation in §2
and §3, KNOWML pursues two core objectives. First,
we construct a Knowledge Graph of attack strategies
organized by attack family, as different protocols expose
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Figure 4: Launch parameter variations in HTTP DoS
attacks [51] produce distinct traffic distributions. Dif-
ferent settings (SLOW, BYPASS, and AVB for details
see [51]) yield measurably different behaviors in (a)
Packet Count and (b) Flow Duration, demonstrating that
parameters encode operationally significant attack strate-
gies.

distinct attack surfaces through their states, header struc-
tures, and connection semantics. Second, we analyze how
these strategies combine through parameter compositions
to reveal attack variants emerging from combined strate-
gies. Note that in this work we focus on automatically ex-
tracting attack strategies and analyzing their combinations.
We intentionally retain a human in the loop when mapping
identified strategies to measurable features, which enables
the incorporation of domain-specific expertise that current
LLMs do not capture in a sufficiently reliable or fully
automatic manner. We discuss the implications of this
design choice in §6.

Threat Model. We focus on active network attacks that
generate observable traffic patterns at the flow level, con-
sistent with the operational constraints of anomaly-based
NIDS. Our KG is constructed from publicly available
attack implementations, ensuring reproducibility while
covering widely deployed threat classes (a more detailed
discussion of adversaries in this space is provided in §6).
We assume an attacker who uses automated scripts to
deploy one or more known attack strategies. We exclude
three categories from scope. First, we exclude passive
reconnaissance attacks (e.g., off-path TCP inference [35],
[36]), which produce no anomalous flow-level traffic.
Second, we exclude content-dependent attacks requiring
Deep Packet Inspection (DPI), such as SQL Injection
or Command Injection, as these operate at the payload
level beyond flow-based monitoring. Third, we exclude
entirely novel strategies with no publicly-available im-
plementation, as our approach is grounded in observable
implementation characteristics.

Background: Knowledge Graphs and Symbolic Rea-
soning. In contrast to statistical and data-driven methods
that learn from raw data, symbolic reasoning operates on
structured, human-interpretable knowledge to deduce gen-
eral rules [99]. It models relationships between abstract
concepts and integrates structural and semantic knowl-
edge, enabling relational dependence analysis of concepts.

A primary tool for implementing symbolic reasoning
is the Knowledge Graph (KG). A KG is a directed graph
composed of subject-predicate-object (s, p, o) triples,
where each triple defines a relationship between enti-
ties [52]. We formally define our KG as G = (V,E),
where nodes V = S ∪ R ∪ F consist of strategy nodes
S = {s1, . . . , sn} representing attack techniques, reposi-



tory nodes R = {r1, . . . , rm} representing repository im-
plementations, and attack family nodes F = {f1, . . . , fk}
representing attack families. The primary edge set ESR ⊆
S × R links strategies to their implementing reposito-
ries. After clustering semantically similar strategies into
a partition Π = {C1, . . . , Cp} of S, where each cluster
Ci ⊆ S contains related strategies (§4.2.3), we select
one representative strategy sj per cluster to form the
atomic strategy set A = {s1, . . . , sp}. Symbolic reasoning
rules (§4.3) then derive transitive edges Etrans ⊆ A×A
capturing strategy co-occurrence patterns.

4.1. Overview of KNOWML

KNOWML is a framework for constructing KG of at-
tack strategies and inferring Knowledge-Augmented Fea-
tures (KAFS) that directly address the generalization
challenge of A-NIDS under operational constraints. The
overall pipeline is shown in Figure 5 and consists of the
following stages:

• KG Construction 1 – 3 (§4.2): Open-source at-
tack repositories are automatically parsed to build a
KG given an attack family name. This step unifies
identified attack strategies and selects representative
strategies to build the final KG.

• Symbolic Reasoning 4 (§4.3): Inference rules are
applied over the KG to enumerate possible attack
strategies and analyze their combinations through
transitive relations.

• Knowledge-Augmented Feature Space (KAFS) 5
(§4.4): Identified strategies and their combinations
are translated into features through defined rules.

4.2. KG Construction

We construct a KG by systematically extracting
attacker strategies from open-source implementations.
Specifically, we extract parameter values and their descrip-
tion from README.md (see §3 for rationale). Note that
here we intentionally avoid examining the specific values
assigned to these parameters (e.g., --keep-alive=0 vs.
--keep-alive=1) and only capture the parameter name
and its description. This abstraction avoids overfitting to
narrow configurations and enables generalization to vari-
ants generated by different parameter value combinations
(empirically validated in §5). The next section describes
how we (1) acquire relevant repositories, (2) construct
graphs from individual repositories, and (3) merge them
into a unified KG.

4.2.1. Source Acquisition 1 . We design a pipeline to
mine open-source repositories for diverse attack imple-
mentations (see 1 in Figure 5 and details of the acquisi-
tion process are provided in §A). Given an attack family
name (e.g., “HTTP DoS”), the pipeline queries the GitHub
API to search [44] repository names and descriptions. To
account for naming variations, we combine the family
name with protocol-specific keywords such as “HTTP
Flood,” “HTTP GET,” and “HTTP Overload”. We retrieve
README.md files from matched repositories, filtering out
those with missing or empty documentation. These files
serve as the primary source for constructing Repository

Graphs in subsequent steps. GitHub-based acquisition was
selected over alternative sources (e.g., NIST NVD, secu-
rity advisories) because it provides structured, parsable
documentation (README.md files) amenable to large-scale
automated extraction. While vulnerability databases con-
tain valuable information, they typically provide only
brief descriptions of encountered vulnerabilities without
the behavioral parameters necessary for our analysis. The
implications of this design choice, including coverage
limitations, are discussed in §6.

4.2.2. Repository Graph Construction 2 . In this step,
we transform individual attack implementations retrieved
in 1 into Repository Graphs. To achieve this, we de-
fine an ontology (KG schema) following best practices
in ontology engineering [52]. The schema specifies four
key classes and properties: (i) Attack Family Name (e.g.,
TCP DoS), (ii) Strategy (a specific technique employed
by attackers), (iii) Description (a textual explanation of
how the strategy configures the attack), and (iv) Reposi-
tory Identifier (a URI linking each strategy to its source
repository). The URI is a functional property, ensuring a
one-to-one mapping between strategies and repositories.
The Repository graph is illustrated in Figure 6. We cast the
extraction problem as Named Entity Recognition (NER)
and employ Large Language Models (LLMs) to identify
entities and relations from code and documentation at
scale. Prior work has demonstrated that LLMs are effec-
tive for a range of security tasks [7], including security-
oriented NER applications [32], [43], [61], [79]. We adopt
a GraphRAG-style approach [32], enabling LLMs to ex-
tract the most relevant entities. Using the GPT-4o-mini
model, our implementation achieves 90.91% Recall on our
NER benchmark (see §B for details) comparable to state-
of-the-art systems especially designed for NER tasks [79].
This benchmark is based on a human-annotated dataset we
created for evaluation, and the high Recall demonstrates
strong agreement with human annotations. This design
enables large-scale, automated construction of Repository
Graphs, previously infeasible with manual analysis. The
subsequent paragraphs discuss how KNOWML mitigates
issues related to scalability, Recall degradation (due to
increased context-window sizes), and LLM hallucinations.

Logical Consistency and Tractable Reasoning. To
ensure that the constructed KG remains scalable and suit-
able for symbolic reasoning, we defined the ontology in
accordance with OWL Lite standards [26], which guar-
antee polynomial-time reasoning under Description Logic
(DL). We further validated the ontology using the HermiT
reasoner [28], confirming that (i) no contradictions exist,
(ii) all concepts are satisfiable, and (iii) all axioms are
mutually compatible.

Scalability and Recall Preservation. A challenge in
extracting attack strategies arises from the unpredictable
length of README.md files and source code, which can
degrade LLM Recall as context size increases [55], [60].
To address this, we implemented an iterative “gleaning”
method. After the initial extraction, the LLM performs
binary (YES/NO) checks for missed entities, guided by
logit bias to enforce confirmation. If the model returns
YES, an additional extraction round is triggered to extract
missed entities [32].
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Figure 6: Repository Graph Structure. Each Repository
Graph contains: 1) a shared Attack Family Name root
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Name and Description (‘Desc’) properties. Dashed bor-
ders delineate individual repositories. The two blue-tinted
Strategy 1 nodes represent semantically similar strategies
extracted from different repositories, which will be merged
during KG compression (§4.2.3).

Managing Hallucination and Noise. LLMs are
known to hallucinate, i.e., generate inaccurate or fab-
ricated entities [49]. To mitigate this, we employed
a few-shot prompting strategy with explicit exam-
ples that cover the full spectrum of expected in-
puts: (i) Structured inputs, where extraction is straight-
forward (e.g., option lists in code or documentation:
python script.py [-p1] [-p2] with -p1 and
-p2 explained); (ii) Unstructured inputs, where strate-
gies are described in free-form text; (iii) Empty inputs,
where no parameters are explicitly mentioned (e.g., sim-
ply $ python script.py); and (iv) Irrelevant inputs,
where search results contain unrelated repositories (e.g.,
an HTTP Redis pooler returned in response to an HTTP
DoS query [47]). In cases where the LLM extracts un-

related parameters (for example, threads=1), we first
cluster related inputs using the procedure in §4.2.3 and
then manually discard the irrelevant clusters. This is
efficient because removal is performed at the level of
clusters that correspond to unique parameters. Moreover,
we enforced structured output templates aligned with
our ontology [72], placing each entity into predefined
fields. By constraining the LLM to produce structured
outputs and applying few-shot prompting covering diverse
scenarios, KNOWML achieves over 90% Recall in the
NER task, matching human-annotated data and reducing
hallucination (see §B).

4.2.3. KG Compression 3 . To eliminate redundant strat-
egy nodes, we compress the extracted Repository Graphs
by clustering similar strategies, e.g., “Randomize Ports”
and “Random Port Targeting”. Each strategy is embed-
ded using its Name and Description via OpenAI’s text-
embedding model [73], and clustering is performed with
Hierarchical Agglomerative Clustering (HAC) [66]. We
adopt HAC with complete linkage, as it maximizes inter-
cluster separation and yields more fine-grained clusters
compared to alternatives [29], ensuring that semantically
distinct strategies are not merged. Here, we prioritize
inter-cluster distance over intra-cluster distance, ensuring
that the worst case produces a few repetitive clusters
rather than losing unique attack strategies. For each cluster
Cj , we select a representative strategy Sj defined as the
node with minimum cumulative embedding distance to all
others in the same cluster:

Sj = argmin{
∑

i:si∈Cj

∥ei − eℓ∥ : sℓ ∈ Cj}, (1)

where ei is the embedding of strategy si. This represen-
tative preserves the core semantics of the cluster while
eliminating redundant variants.
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4.3. Symbolic Reasoning 4

We define two rules that transform the KG into KAFS:
(i) Atomic tactics (Atomic Rule §4.3.1, addressing Gap I),
(ii) composite strategies (Transitive Rule §4.3.2, address-
ing Gap II). Together, these rules form the Knowledge-
Augmented Features Space in Figure 7.

4.3.1. Atomic Strategy Rule (R1). The atomic rule enu-
merates a unique, representative strategy from each cluster
of repetitive strategies. This rule ensures comprehensive
coverage analysis of possible attack surface, including rare
or legacy strategies and mechanisms that attackers may
employ, which can potentially resurface in future attacks
(as described in §3). Given clusters Π = {C1, . . . , Cp}
from KG compression (§4.2.3), we select one represen-
tative Sj for each cluster that minimizes cumulative em-
bedding of its name and description to all other strategies
within the same cluster (Equation 1):

A = {Sj : Cj ∈ Π}. (2)

4.3.2. Transitive Rule (R2). The Transitive Rule captures
composite strategies by identifying tactics that co-occur
either within a single repository or across multiple repos-
itories. This reflects how attackers may chain strategies,
configuring multiple parameters jointly or combining tac-
tics learned from different implementations. For instance,
many TCP DoS tools allow enabling both --ACK and
--fragment, yielding a Fragmented ACK attack that
merges flooding with fragmentation [90], or distributed
DoS by combining --IP-Spoofing and --Flood.

We construct transitive edge Etrans ⊆ A × A as
follows. First, Single-hop co-occurrence: Two represen-
tative strategies Si, Sj ∈ A are directly connected if
∃r ∈ R, ∃s1 ∈ Ci, ∃s2 ∈ Cj such that (s1, r) ∈
ESR ∧ (s2, r) ∈ ESR. Second, Multi-hop chaining: We
compute the transitive closure of these direct edges: if
there exists a path Sx → Si → · · · → Sy through direct
edges, then (Sx, Sy) ∈ Etrans.

For a representative strategy Sx ∈ A, the set of
transitively connected strategies is (illustrated in Figure 7):

TC(Sx) = {Sy ∈ A : (Sx, Sy) ∈ Etrans}. (3)

This construction exposes both direct (single-hop) and
indirect (multi-hop) composites, expanding the feature

space to cover variants that recombine known tactics in
novel ways.

4.4. Knowledge-Augmented Feature Space 5

We translate the symbolic reasoning outputs (R1 and
R2) into measurable network features that directly ad-
dress the identified knowledge gaps. R1 produces atomic
features addressing Gap I (Out-of-Dimension Blindness),
while R2 produces composite features with adaptive ag-
gregation addressing Gap II (Attack Strategy Aggregation
Failure).

R1 → Atomic Strategy Features (Addressing Gap I).
The Atomic Rule enumerates representative strategies
A = {S1, . . . , Sp} from KG compression. Each atomic
strategy Si ∈ A maps to a measurable network feature fi
via function ϕ1:

ϕ1 : A → Fϕ1
, ϕ1(Si) = fi. (4)

For example, strategy --window-size maps to fea-
ture TCP window size, while --packet-size maps to
packet size. These atomic features are extracted at the per-
flow level (5-tuple: Source IP, Source Port, Destination
IP, Destination Port, Protocol). By systematically enu-
merating dimensions from attack implementations, Fϕ1

incorporates behavioral dimensions absent from human-
designed feature spaces.

R2 → Composite Features (Addressing Gap II). The
Transitive Rule identifies strategy pairs (Si, Sj) connected
via Etrans, indicating co-occurring tactics in composite
attacks. For each such pair where Sj ∈ TC(Si), we
construct a composite feature via function ϕ2:

ϕ2 : {(Si, Sj) : Sj ∈ TC(Si)} → Fϕ2
, (5)

ϕ2(Si, Sj) = fi ⊗ fj (6)

where ⊗ denotes the aggregation operator (e.g.,
element-wise multiplication, joint counting). For instance,
detecting --ACK and --fragment co-occurrence yields
composite feature tcp_ack_fragment_count.

Analysis of our KG reveals that 70% of composite
strategies involve IP spoofing (source IP manipulation), in-
dicating distributed attack patterns where multiple sources
target a single destination. This finding directly informs
our aggregation design. To expose such M:1 attack pat-
terns invisible in per-flow analysis (Observation 3), we
compute composite features at destination-level aggre-
gation: statistics are aggregated across all flows sharing
the same (Destination IP, Destination Port), regardless
of source. Formally, for composite feature fi ⊗ fj , we
aggregate over all conversations (Hsrc, Hdst) where Hdst
is constant.

Feature Value Extraction. For each feature fi ∈
Fϕ1 ∪Fϕ2 , we compute four incremental statistics: mean
(µ), standard deviation (σ), cumulative sum (CS), and
sum of squared residuals (SSR). We employ Welford’s
online algorithm [94] and the damped windowing ap-
proach from [63], enabling constant-time updates with
O(1) memory per feature (details in §C). To summa-
rize our two-level monitoring: 1) Channel-level: Per-flow



statistics identified by 5-tuple, capturing individual con-
nections, and 2) Destination-level: Aggregated statistics
for all traffic to a destination, identified by (Destination
IP, Destination Port), capturing distributed attack patterns.

At time t, the complete KAFS feature vector is:

v(t) = Fϕ1
∪ Fϕ2

, (7)

where Fϕ1 contains atomic features addressing miss-
ing dimensions (Gap I), and Fϕ2 contains destination-
aggregated composite features addressing strategy com-
binations (Gap II).

5. Evaluation

We evaluate KNOWML by addressing the following
research questions:
RQ1: Does KNOWML’s KAFS achieve effective attack
detection while meeting the practical FPR requirements
of realistic operational environments? (§5.1)
RQ2: Does KNOWML’s KAFS improve generalization
across different attack variants compared to other feature
spaces? (§5.2)
RQ3: Does KAFS achieve computational efficiency suit-
able for online deployment rather than being limited to
offline analysis? (§5.3)
RQ4: Can current machine learning techniques replace
the need for KAFS? (§5.4)
RQ5: How does each reasoning rule contribute to overall
performance? (§5.5)

Experimental Methodology. Our experimental evalua-
tion follows best practices for A-NIDS assessment [14],
[15]. We utilize 70% of benign traffic for training, 10%
for validation and threshold tuning, and 20% strictly held
out for testing, using time-aware splitting. As established
in §2, operationally practical FPR is ≤0.1%.

Prototype. We implemented a prototype of KNOWML,
covering three key components: KG construction, Sym-
bolic Reasoning, and the extraction of KAFS from net-
work traffic. Packet capture and preprocessing rely on
tshark. The extraction module is designed as a plug-and-
play component, supporting both offline analysis (pcap
files) and online analysis, ensuring compatibility with a
variety of A-NIDSs. For our prototype investigating TCP
DoS, HTTP DoS, and Brute Force attacks, the KG is
created from 7,853 repositories (details of the collection
process are provided in §A), and stored in .graphml
format to support symbolic inference (for a summary of
the extracted KNOWML features, see §D). We extract 214
features in total, including flow-level metrics, temporal
dynamics, and protocol-specific behaviors (comprehensive
list in §D).

Feature-Space Baselines. We use the three (CIC, SFS,
and KIT) feature space baselines defined in §2.

Datasets. We evaluate KNOWML on four datasets, each
serving a distinct purpose in our evaluation methodology.
We use two established benchmarks to assess performance
across diverse deployment scenarios, as prior work shows
that detection accuracy varies significantly by environ-
ment [71]. The first benchmark is CICIoT2023 Dataset
(CIoT-23) [70], which contains traffic from 105 IoT de-
vices. The second is CIC-IDS2017 Dataset (CIDS-17)

[82], which emulates an enterprise network with hetero-
geneous protocols. For CIDS-17, we adopt the corrected
labels from [34]. To evaluate generalization on attack
variants absent from existing benchmarks, we collected
CAP, which contains 9 variants targeting our identified
knowledge gaps: out-of-dimension attacks exploiting vul-
nerabilities disclosed in 2025 (e.g. Nkiller2 [67], HTTP
Mal [5]), non-throughput mimicry attacks that overlap dis-
tributionally with benign traffic (e.g. Low-rate TCP [56]),
and parameter-variant attacks using identical tools with
different configurations (e.g. SSH-Patator [57] with P=0
vs P=1 from Concap [91]). These parameter variants
demonstrate that KNOWML generalizes across configu-
ration variations rather than overfitting to specific param-
eter settings. Complete details for dataset collection and
processing are given in §F.

A-NIDS Models. We evaluate each feature space, in-
cluding that of KNOWML, with three representative A-
NIDS of varying complexity: (i) Gaussian Mixture Mod-
els (GMM) [8], [11], [98]—simple probabilistic baseline
that models benign traffic as a mixture of Gaussians;
(ii) Denoising Autoencoder (DA) [87]—a neural model
that reconstructs benign traffic patterns, with anomalies
identified via high reconstruction error; and (iii) Ensemble
of Autoencoders (EoA)2 [63]—an ensemble trained on
correlated feature subsets to exploit feature dependencies
and learn richer representations from Kitsune [63].

5.1. Attack Detection Performance at Low FPR

The evaluation covers 3,384 scenarios per dataset
(6,768 in total), combining 3 models, 94 hyperparameter
configurations, 3 thresholds, and 4 feature spaces (i.e.,
3 × 94 × 3 × 4, as detailed in §E). For each model, we
perform hyperparameter tuning to select the configuration
that maximizes Recall while keeping the FPR at or below
0.1%. Thus, every reported result corresponds to the best
operating point of that model within this constraint, rather
than to a single arbitrary threshold. This procedure reduces
“benchmark lottery” effects [27], where apparent perfor-
mance differences arise from accidental or suboptimal
hyperparameter choices.

Table 3 presents the results. Benign FPRte denotes the
FPR on the holdout test set for the corresponding training
environment. For instance, Benign FPRte (CIoT-23) refers
to the value obtained when trained and tested on CIoT-
23 benign data. Our features achieve higher F1-scores in
most cases while consistently yielding the lowest false
positive rate. KIT occasionally exceeds our F1-score but
only at the cost of a higher FPR. The results also show
the effect of background traffic complexity. KIT performs
well in simpler environments such as CIoT-23, achieving
an F1-score of 99.91% for DA and 97.48% for EoA on
HTTP DoS attacks. Its performance collapses in complex
environments, for example, falling to nearly 0% F1-score
on the GoldenEye HTTP DoS variant in the enterprise-
like CIDS-17 dataset. These findings support our claim

2. Using the code from [63], we observed an exponential increase in
feature-extraction runtime, as the number of packets grew. We identified
the cause, implemented a patch, and verified that the original results
were reproducible (see §G). All experiments are performed using the
patched code for a fairer comparison.



TABLE 3: Attack Detection at Low FPR. F1-scores of KNOWML and baselines. Bold marks the best feature space
per detection model, ↑ indicates KNOWML improvements, and FPR values are presented in percentage (%). Benign
FPRte denotes the false positive rate on the hold-out benign-only test set.

Attack GMM DA EoA
SFS CIC KIT KNOWML SFS CIC KIT KNOWML SFS CIC KIT KNOWML

DoS-SYN (CIoT-23) 0.0439 0.0146 0.9173 ↑ 0.9834 0.0897 0.0593 0.9156 ↑ 0.9835 0.0930 0.0000 0.9990 0.9835
DoS-TCP (CIoT-23) 0.1734 0.7509 0.8800 ↑ 1.0000 0.3273 0.3329 0.9786 ↑ 0.9999 0.3357 0.0000 0.9988 ↑ 0.9999
DoS-HTTP (CIoT-23) 0.6676 0.1453 0.0010 ↑ 0.9003 0.7277 0.0742 0.9991 0.9000 0.6905 0.0256 0.9748 0.9001
Brute Force (CIoT-23) 0.0000 0.0000 0.0000 ↑ 0.9727 0.0000 0.0000 0.0000 ↑ 0.9750 0.0000 0.0000 0.0000 ↑ 0.9750
DoS Hulk (CIDS-17) 0.0228 0.1843 0.7637 ↑ 0.9178 0.0406 0.2616 0.6317 ↑ 0.9677 0.0270 0.5604 0.8641 ↑ 0.9679
DoS GoldenEye (CIDS-17) 0.3609 0.2990 0.0150 ↑ 0.9934 0.3122 0.4376 0.0005 ↑ 0.9981 0.3052 0.7792 0.0000 ↑ 0.9953
Brute Force (CIDS-17) 0.0000 0.0000 0.0000 ↑ 0.9607 0.0002 0.0000 0.0028 ↑ 0.4476 0.0000 0.0000 0.0000 ↑ 0.2243

Benign FPRte (CIoT-23) 0.0980% 0.0662% 0.0296% 0.0017% 0.0914% 0.1200% 0.0074% 0.0000% 0.0147% 0.1323% 0.0030% 0.0000%
Benign FPRte (CIDS-17) 0.1203% 0.1021% 0.1186% 0.0137% 0.0971% 0.0994% 0.1465% 0.0000% 0.0957% 0.1047% 0.1967% 0.0076%

in §2, confirming that Recall degradation under partial
attack-benign overlap represents a systematic limitation
across contemporary A-NIDS approaches. KAFS’s attack-
relevant features enable discriminative separation of ma-
licious traffic without false positive inflation, achieving
22.43-99.99% F1-scores at lower FPR compared to base-
lines. This demonstrates that building feature space on
attack knowledge resolves the fundamental FPR-Recall
tradeoff under operational constraints.

Takeaway 1: KAFS achieves attack detection F1-
scores above 90% in most cases while simultane-
ously operating at lower, operationally practical FPR
levels than all baselines.

5.2. Generalization on Attack Variants

To evaluate generalization of KNOWML to variants
and to highlight the limitations of existing approaches
(§2), we conduct experiments on diverse attack categories.
The experiment is conducted using the same model pa-
rameters as in Table 3 (hence FPR omitted as it remains
unchanged). Results in Table 4 show that KNOWML
outperforms baselines on most variants, irrespective of
the underlying anomaly model; in the few cases where
KNOWML does not outperform, the baselines result in
a higher FPR (check with Table 3). Even a single two-
layer DA trained with KAFS achieves performance com-
parable to the ensemble of autoencoders. This suggests
that well-chosen features can enable models to remain
effective against new attack variants without increasing
model complexity, an important property for deployment
in resource-constrained environments.

Table 4 also highlights how incorporating only nar-
row or incomplete attack knowledge into A-NIDS feature
design severely limits their capacity to detect unseen
variants. First, Table 4 shows that SFS and CIC consis-
tently perform poorly on M-N endpoint aggregation. In
the rare cases where their performance appears higher,
we found that the attack traffic involved little variation in
source IPs, reducing the scenario to what is effectively
a 1-1 attack rather than a true M–N setting e.g., DDoS-
ACK Fragmentation attack. Moreover, changing the model
architecture does not remedy this limitation. In fact, SFS
achieves higher scores on HTTP DoS across models and
SYN DoS performance remains fixed at 0% F1-score,
indicating that feature space, not model type, is the pri-
mary determinant of detection capability. In contrast, KIT
aggregates features at the source level, giving the model
a global view that yields stronger results on M–N attacks.

Second, Table 4 confirms that existing feature spaces
are highly susceptible to Out-of-Dimension blindness,
with contemporary approaches often collapsing to 0%
F1-score across all models. This further underscores that
increasing model type alone does not improve detection
when the feature space fails to capture attack-relevant
dimensions. An exception arises with CIC on the Nkiller2
variant. CIC’s partial detection of Nkiller2 (77.92-86.96%)
does not contradict Observation 2 but rather validates
our thesis. CIC succeeds only because its feature space
includes TCP window statistics, the exact dimension
Nkiller2 exploits. This finding further confirms that encod-
ing attack dynamics into the feature space is critical for
effective detection. In contrast, SFS and KIT completely
fail (0% F1-score) despite identical model architectures,
confirming that out-of-dimension blindness is a feature
space property, not a model limitation.

Similarly, models lacking attack-relevant semantics
fail to generalize to non-throughput mimicry attacks. CIC
attains an F1-score of 86.96% on Low-rate TCP only
because its features include several TCP-level indicators
(e.g., SYN flag counts) directly tied to the attack’s me-
chanics. This attack exploits carefully timed bursts of
SYN packets synchronized with the TCP retransmission-
timeout mechanism [56], and CIC’s feature space captures
these semantics. These findings emphasize that generaliza-
tion hinges less on architecture than on whether the feature
space encodes attack-relevant semantics. By embedding
this knowledge, KNOWML overcomes these limitations
and achieves strong results at low FPR.

Takeaway 2: Baselines achieved 0% on out-of-
dimension attacks and M-N distributed attacks, con-
firming Observations 2-3 and both knowledge gap
categories. KAFS achieved 76.99-100% on these at-
tacks, validating that mining attack implementations
addresses out-of-dimension blindness (Gap I) and
aggregation failure (Gap II).

5.3. Computational Efficiency

High detection performance is insufficient if feature
space extraction creates computational bottlenecks in op-
erational settings. We evaluate KAFS’s computational ef-
ficiency to verify it provides a practical solution rather
than a theoretically effective but operationally infeasible
approach. We evaluated computational efficiency along
two dimensions: 1) feature extraction runtime, and 2)
model inference time. We compare against Kitsune [63],



TABLE 4: Generalization on Attack Variants. F1-scores of KNOWML and baselines. Bold marks the best feature
space per detection model, ↑ indicates KNOWML improvements, and FPR values are presented in percentage (%).

Category Attack GMM DA EoA
SFS CIC KIT KNOWML SFS CIC KIT KNOWML SFS CIC KIT KNOWML

Out-of-Dimension

HTTP Mal (CAP) 0.0000 0.0000 0.0000 ↑ 0.9844 0.0000 0.0000 0.0000 ↑ 0.9985 0.0000 0.0000 0.0000 ↑ 0.9985
HTTP Overflow (CAP) 0.0000 0.0000 0.0000 ↑ 0.9817 0.0000 0.0000 0.0000 ↑ 0.9770 0.0000 0.0000 0.0000 ↑ 0.9800
Nkiller2 (CAP) 0.0000 0.8696 0.0000 ↑ 0.8841 0.0000 0.7792 0.0000 ↑ 0.9190 0.0000 0.8451 0.0000 ↑ 0.9276
Brute Force P=0 (Con) 0.0000 0.0000 0.0002 ↑ 0.9998 0.0000 0.0000 0.0000 ↑ 0.9998 0.0000 0.0000 0.0000 ↑ 0.9998

Non-Throughput

Fiberfox AVB (CAP) 0.9622 0.0000 0.0000 0.8523 0.0042 0.0000 0.0000 ↑ 0.7649 0.0042 0.0000 0.0000 ↑ 0.8638
Fiberfox BYPASS (CAP) 0.3205 0.0000 0.2786 ↑ 0.9185 0.0000 0.5509 0.0045 ↑ 0.8576 0.0000 0.0000 0.0030 ↑ 0.8431
Fiberfox GET (CAP) 0.0321 0.1623 0.0064 ↑ 0.9766 0.2770 0.3205 0.9957 0.9742 0.0298 0.1619 0.9997 0.9742
Brute Force P=1 (Con) 0.0000 0.0000 0.0000 ↑ 0.9994 0.0000 0.0000 0.0000 ↑ 0.9994 0.0000 0.0000 0.0000 ↑ 0.9994
DDoS-Slowloris (CIoT-23) 0.0287 0.0027 0.0001 ↑ 0.8114 0.0000 0.0000 0.0015 ↑ 0.7548 0.0302 0.0001 0.5198 ↑ 0.7560
DoS-Slowhttptest (CIDS-17) 0.0031 0.0000 0.0000 ↑ 0.9214 0.0002 0.3117 0.0018 ↑ 0.9652 0.0000 0.0281 0.0000 ↑ 0.9647
DoS-SlowLoris (CIDS-17) 0.0568 0.0000 0.0031 ↑ 0.9803 0.0000 0.0131 0.0028 ↑ 0.9714 0.0000 0.0000 0.0000 ↑ 0.9818
Low rate TCP (CAP) 0.0000 0.8696 0.0000 0.7699 0.0000 0.7792 0.0000 ↑ 0.9194 0.0000 0.8451 0.0000 ↑ 0.9277

Composite

DDoS-HTTP (CIoT-23) 0.8360 0.0022 0.0002 ↑ 0.9696 0.8502 0.0101 0.2909 ↑ 0.9476 0.8418 0.0033 0.8506 ↑ 0.9476
DDoS-SYN (CIoT-23) 0.0000 0.9099 0.1292 ↑ 0.9979 0.0000 0.0004 0.9620 ↑ 0.9979 0.0000 0.0000 0.9873 ↑ 0.9979
DDoS-TCP (CIoT-23) 0.0000 0.0000 0.4294 ↑ 0.9997 0.0000 0.0000 0.9992 ↑ 0.9997 0.0000 0.0000 0.9986 ↑ 0.9999
DDoS-PSHACK (CIoT-23) 0.0000 0.2405 0.0728 ↑ 0.9778 0.0000 0.0008 0.9656 ↑ 0.9753 0.0000 0.0078 0.9831 ↑ 0.9772
DDoS-RSTFIN (CIoT-23) 0.0000 0.7057 0.5166 ↑ 1.0000 0.0000 0.0000 0.9983 ↑ 1.0000 0.0000 0.0000 0.9950 ↑ 1.0000
DDoS-SynIP (CIoT-23) 0.0000 0.0000 0.9992 ↑ 1.0000 0.0000 0.8000 0.9999 ↑ 1.0000 0.0000 0.8001 0.9999 1.0000
DDoS-ACK Frag (CIoT-23) 0.9768 0.8534 0.0006 0.9438 0.9803 0.8442 0.5375 0.9438 0.9802 0.8237 0.9476 0.9438
Fiberfox SLOW (CAP) 0.0000 0.1828 0.2637 ↑ 0.9825 0.0000 0.2514 0.9959 ↑ 0.9796 0.0000 0.1610 0.9997 ↑ 0.9796
Fiberfox STRESS (CAP) 0.9312 0.2492 0.0000 ↑ 0.9605 0.9157 0.9914 0.9869 ↑ 0.9291 0.8814 0.9930 0.9992 0.9295
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Figure 8: Computational Efficiency. KNOWML vs. Kit-
sune [63]: (a) feature extraction and (b) inference time.
X-axis: input packets; Y-axis: runtime (s) with DA model.

which explicitly claims deployability as an online NIDS.
Since the C++ implementation of Kitsune is not publicly
available, we use the released Python version [62]. In
addition, our evaluation is constrained to a single model
rather than the full ensemble. In Kitsune, the Feature
Mapper (FM) allocates the number of denoising autoen-
coders dynamically based on feature correlations (see [63]
for details). To ensure a fair and unified comparison,
we evaluate only the single underlying model for both
evaluated feature spaces. KNOWML is also implemented
in Python, which avoids bias from implementations in
different programming language. All experiments were
conducted on an Ubuntu 20.04 VM (2.6 GHz CPU, single
thread, 4 GB RAM).

Figure 8 presents the results. Kitsune scales poorly
with traffic volume, processing 1k packets required 0.42s,
while 600k packets required 711.85s, showing a non-
linear runtime increase. By contrast, KNOWML processed
600k packets in 85.59s (≈7,010 pps), despite having more

than twice the feature dimensionality (214 vs. 1003).
This throughput is comparable to the 7,500 pps reported
for Kitsune’s C++ implementation on a faster 3.6 GHz
CPU [63]. Given that C++ implementations are typically
8–29× faster than Python under identical conditions [59],
a C++ version of KNOWML would likely surpass Kit-
sune in feature extraction speed. In terms of inference,
KNOWML is slower due to the higher feature dimen-
sionality, achieving ≈24,836 pps compared to Kitsune’s
≈61,166 pps. However, this overhead is offset by its more
efficient extraction pipeline, supporting the suitability of
KNOWML’s feature space for practical deployment.

Takeaway 3: The KAFS feature space is practically
obtainable in operational settings and does not intro-
duce prohibitive computational overhead, achieving
feature extraction efficiency comparable to SotA A-
NIDS online systems.

5.4. Comparing with Data-Driven Approaches

We evaluate whether purely data-driven frameworks
for generalization can substitute for the KAFS. This exper-
iment tests if advances in representation learning alone are
sufficient, or whether semantic features remain necessary.
We focus on two recent methods that represent strong
SotA approaches. AOC-IDS [101] employs a Cluster Re-
pelling Contrastive loss within an autoencoder and reports
over 91% zero-day detection. Trident [102] is an incre-
mental learning framework that operates on existing fea-
ture spaces to improve generalization, using tScissors for
outlier thresholding and tMagnifier for clustering-based
class discovery. Trident and AOC-IDS have demonstrated
improved generalization on existing models [18], [39],
[40], making them suitable as competitive baselines for
evaluating whether data-driven generalization alone can
replace semantic knowledge.

3. The original paper [63] claims 115 features, whereas its artifact
100 [89].



TABLE 5: Comparing with Data-Driven Approaches.
Per-attack F1-scores of AOC-IDS, Trident, Kitsune, and
KNOWML, along with each approach’s FPR on benign
traffic on the same sub-sampled dataset.

Attack F1-score

AOC-IDS [101] Trident [102] Kitsune KNOWML

Low rate TCP (SIM) 0.0000 0.0000 0.0000 0.9247
Fiberfox AVB (CAP) 0.1659 0.7952 0.0000 0.8702
Fiberfox BYPASS (CAP) 0.0536 0.9302 0.0000 0.9565
HTTP Overflow (SIM) 0.0000 0.0000 0.0000 0.9703
Nkiller2 (SIM) 0.0000 0.0000 0.0000 0.9348
Brute Force P=1 (CAP) 0.0180 0.9744 0.0000 1.0000

Benign FPRte 0.0043 0.2067 0.0011 0.0000

We applied both methods to the KIT, chosen because
it performs well on M–N endpoint attacks but shows
poor results on Out-of-Dimension and Non-Throughput
variants; specifically, we focus on scenarios in which KIT
performed 0% across all three detection models, to test
whether advanced data-driven learning can compensate for
KIT’s limitations. Due to computational costs (even A100
GPUs with 80GB memory were insufficient), we trained
on a sub-sampled dataset that remained 125 times larger
than the original AOC-IDS dataset and comparable in size
to Trident, with hold-out test data to avoid data snooping.
Results in Table 5 show that both methods fail to general-
ize to attack variants. In the few cases where performance
improves, it comes at the cost of exceptionally high false
positive rates, for example, 20.67% with Trident. These
findings reveal that machine learning techniques such
as contrastive and incremental learning cannot substitute
for knowledge-based feature spaces, failing to generalize
under operationally required FPR constraints.

Takeaway 4: Purely data-driven generalization frame-
works, including contrastive and incremental learning,
provide limited improvements under operational FPR con-
straints and do not replace the knowledge-augmented fea-
ture space.

5.5. Ablation Study

We perform an ablation study on rule-derived features
from §4.3. Using the DA model, we evaluate each rule set
independently and in combination (Table 6). Atomic Fea-
tures (R1) achieve strong performance across categories
(average 79.19% F1), excelling on out-of-dimension at-
tacks (93.73%) by directly encoding strategy-specific di-
mensions extracted from attack parameters. Composite
Features (R2) perform best on M-N endpoint attacks
(96.43%) where multi-source behavior requires aggrega-
tion across temporal and spatial dimensions, and attacks
that employ composite strategies e.g., R2 features achieve
94.38% on DDoS ACK-Fragmentation attack compared
to 31.36% F1-score for R1. Overall, each rule contributes
complementary strengths. R1 ensures broad strategy cov-
erage, and R2 captures multi-step combinations. Both rule
sets are essential for generalization, as their integration
outperforms either rule alone, demonstrating that effective
threat knowledge embedding requires both atomic primi-
tives and their compositions.

TABLE 6: Ablation Study. Average F1-scores on the DA
model when using features derived from individual rules.
A tick (✓) denotes inclusion of features from the corre-
sponding rule, while a cross (✗) denotes their removal.

Category R1
(✓, ✗)

R2
(✗, ✓)

R1,R2
(✓, ✓)

Out-of-Dimension 0.9373 0.7834 0.9761
Non-Throughput-based 0.7706 0.4542 0.9219

Composite 0.6678 0.9643 0.9815
Benign FPRte 0.0006 0.0000 0.0000

Takeaway 5: Features derived from Atomic Rules (R1)
and Transitive Rules (R2) provide complementary ben-
efits, with each covering different attack variants. Their
combination yields the best overall performance, indicat-
ing that effective threat knowledge embedding requires
both fine grained strategy primitives and their aggregated
forms.

6. Discussion

Manual Validation for Feature Mapping. KNOWML
provides a general framework for structural strategy anal-
ysis; in this work, we instantiate it with a concrete feature
space designed to capture the identified strategies and
their corresponding attack behaviors. Our experimental
results indicate that this instantiation is effective, yet the
framework is not tied to a single mapping, and we en-
courage future work to explore alternative feature designs
within KNOWML. Importantly, the aim of KNOWML
is not to replace human experts. An experienced ana-
lyst may be equally capable of identifying relevant at-
tack strategies. Rather, KNOWML automates the labor-
intensive and fatigue-prone tasks (collecting, annotating,
organizing, and analyzing attack implementations) that are
difficult to perform manually at scale (7,853 repositories
in our evaluation).

We intentionally retain a human in the loop to incor-
porate domain-specific expertise in feature mapping, par-
ticularly when translating abstract strategies into concrete
network-level measurements and aggregation schemes as
described in §4.4. This is a one-time effort per attack
family that subsequently enables detection of numerous
variants. In contrast, traditional approaches require ex-
pert analysis for each individual variant. Our evalua-
tion demonstrates that a single knowledge-guided feature
space, once validated, generalizes across multiple variants
(Table 4), amortizing the upfront expert effort. As LLMs
continue to advance, they may assist in automating this
step. We leave a systematic exploration of this direction
to future work.

Choice of Attack Families. In this paper, we focus
on TCP DoS, HTTP DoS, and SSH Brute Force. These
families are common in real-world deployments [24] and
widely studied [45], [50], [86], allowing us to demon-
strate that existing solutions fail to generalize even within
well-studied families. While it is easier to show gaps in
A-NIDS using obscure or uncommon attacks, doing so
with well-known and heavily researched variants demon-
strates the practical utility of our approach. KNOWML
enables the systematic enumeration of attack strategies



and the examination of relationships between them. This
design makes it extensible to the broader threat landscape.
While our evaluation uses GitHub-sourced strategies, the
KG can be enriched with proprietary threat intelligence,
incident response data, or frameworks such as MITRE
ATT&CK. Organizations can augment KNOWML with in-
ternal knowledge sources to address environment-specific
threats not present in public repositories.

Adversarial ML Attacks. We evaluate KNOWML in the
context of generalization of detection tasks with attack
variants, and do not directly assess its resilience to adver-
sarial ML. Since KNOWML distills behavioral features,
we expect knowledge-augmented features to be more ro-
bust to adversarial manipulation, as attackers must satisfy
problem-space constraints [74]. We plan to explore how
knowledge-augmented systems may mitigate adversarial
threats in future work.

Other A-NIDS Feature-Space Baselines. Other feature-
space baselines include FlowLens [18], Whisper [39], and
HyperVision [40]. These methods extract few packet-level
features such as size and inter-packet timing (throughput-
based), then transform them through quantization, Fourier
analysis, or flow-level statistics. They function as data-
driven feature enhancement techniques. Our results show
that Kitsune, which monitors 100 throughput-based statis-
tics, cannot detect Out-of-Dimension or Non-Throughput
attacks even when combined with SotA enhancement or
incremental learning frameworks (§5.4). This suggests
other approaches face the same limits. That being said,
HyperVision, which uses connection degree for detection,
might detect M-N endpoint attacks but would suffer from
the same constraint as Kitsune in detecting the other
two categories of attacks. It is important to note that
these systems were designed for efficiency and Tbps-scale
deployment, sometimes on programmable switches, and
intentionally use very few features, whereas KNOWML
focuses on semantic generalization across attack variants.
In future work, we plan to systematically study feature
spaces from different paradigms, particularly with focus
on high-speed networks.

Detecting Zero-Days. KNOWML’s KG models diverse
attack instances in order to distill generalizable method-
ology patterns rather than overfitting to specific cases. As
a result, a model using the resulting KAFS detects vari-
ants that extend or combine known strategies but cannot
anticipate entirely new vulnerabilities outside this space.
When such a vulnerability emerges, however, integrating
it requires only a constant-time update to the KG (e.g.,
adding a new edge), enabling the framework to evolve
quickly as new threat intelligence becomes available.

Cost of Knowledge Graph Construction. Constructing
the KG remains scalable and cost-efficient even for large
codebases. For instance, extracting data and text embed-
dings for TCP DoS across 2,333 repositories using GPT-
4o-mini cost approximately US$13. Beyond monetary
cost, KNOWML substantially reduces human effort. We
estimate that manual expert analysis of TCP DoS, HTTP
DoS, and Brute-Force families would require approxi-
mately 164 workdays (7,853 repositories at 10 minutes
each over 8-hour workdays). KNOWML automates the
bulk of this effort through large-scale analysis of attack

implementations.

7. Related Work

KG Applications in Security. KGs have gained traction
in cybersecurity, with a range of applications from detec-
tion to knowledge management [106]. The most relevant
to our work are those that directly integrate KGs into
detection pipelines. For example, Yang et al. [96] construct
a KG from NSL-KDD feature co-occurrence and embed it
into a CNN-BiLSTM. Their approach enhances raw fea-
tures through data-driven correlations, whereas KNOWML
introduces an attack-implementation-based feature space
grounded in domain knowledge, rather than manipula-
tions of existing features. Another approach is Know-
Graph [104], which models buyer–seller interactions as
a KG for anomaly detection, learning embeddings via
GNNs and refining predictions with expert-provided prob-
abilistic rules. However, KnowGraph depends on external
corrections (expert-defined rules) and does not expand the
knowledge base. By contrast, KNOWML embeds founda-
tional attack knowledge directly into the feature space,
allowing models to capture the broader attack landscape
to improve generalization.
Automated Feature Engineering in Security. Auto-
mated feature engineering in security follows two di-
rections. Representation learning derives latent features
from data to improve detection [88], [93], [100]. Feature
mining uses external knowledge to refine an existing
feature space, as in FeatureSmith [105], which enhances
Drebin [16] by selecting useful features. KNOWML in-
stead expands the feature space with attack-relevant fea-
tures grounded in implementation details, creating new
semantics rather than filtering existing ones. This approach
outperforms prior methods focused only on feature en-
hancement (§5.4).
Exploring Limitations of ML-NIDS. Recent critiques
emphasize two issues: 1) dataset inadequacies [14], [34],
[38], [71] and 2) flawed ML design practices [15], [31].
Flood et al. [38] describe “bad smells” in benchmark
datasets, such as poor diversity, which produces highly
dependent features. Such flaws prevent models from learn-
ing meaningful representations, limit generalization, and
inflate reported performance. In contrast, we analyze limi-
tations from a semantic perspective. We reason about how
well features capture attack semantics, i.e., their ability to
generalize, how this affects their ability to separate benign
from malicious traffic, and how it influences the number
of false positive alarms.

8. Conclusion

This paper identifies fundamental gaps in SotA fea-
ture spaces used by Anomaly-based ML-NIDS (A-NIDS),
showing that they are insufficient for capturing attack
variants. To address this gap, we proposed KNOWML,
a framework that, given attack families of interest, builds
a KG of attack strategies and applies symbolic reasoning
to derive a corresponding Knowledge-Augmented Feature
Space (KAFS) grounded in attack semantics.

Our evaluation on established benchmarks and new
attack variants revealed two categories of knowledge gaps



in existing approaches. We demonstrated that KNOWML
closes these gaps, achieving effective generalization while
maintaining low false positive rates. These results high-
light the importance of incorporating attack-relevant se-
mantics into the feature space of A-NIDS. The findings
also have broader implications. They encourage the explo-
ration of semantic reasoning in other security applications
and motivate the development of adaptive defenses that
evolve with attacker strategies.
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Appendix A.
Repositories Extracted for KG

To systematically investigate the attack mutation
space, we conducted a comprehensive search of GitHub
repositories containing relevant implementations. We be-
gan by constructing a base set of keywords for each attack,
then expanded these keywords with variations to capture
different naming conventions and implementation styles.
Each combination was used as a query to search GitHub,
and the resulting repositories were collected into a candi-
date set. This structured process ensured broad coverage of
potential attack implementations and minimized the risk of
overlooking relevant variants. A list of searched keywords
are given in Table 7.

Appendix B.
Evaluating LLM Effectiveness in Strategy
Extraction

We evaluate KNOWML ’s ability to enumerate and
extract attack strategies through a Named Entity Recog-
nition (NER) task, as introduced in §4.2, since accu-
rate identification of strategy entities from heterogeneous
repository documentation is essential for constructing the
attack strategy KG. From a corpus of 7,853 open source
implementations across three attack families, we sample
150 repositories for detailed evaluation, balancing anno-
tation cost and diversity. The sample covers four repre-
sentative scenarios observed in practice: structured doc-
umentation, unstructured documentation, empty inputs to
test robustness against hallucinations [49], and irrelevant
content from mistakenly retrieved auxiliary repositories
(for example, an HTTP Redis pooler returned for an HTTP
DoS query [47]).

We compare three models, GPT 3.5 and GPT 4o,
which are general-purpose LLMs shown to be effec-
tive in security-related extraction tasks [48], and Gol-
lie [79], a task-specific NER model. Following standard
practice [21], [41], [79], we report precision, recall and
F1 score (Table 8), where Recall measures coverage of
human-annotated strategy entities and Precision measures
agreement with those annotations. GPT 4o attains the
highest Recall at 90.91%, indicating strong coverage of
relevant strategies across diverse documentation formats.
Precision may appear lower, at 53.16%; however, this
estimate should be interpreted as a conservative lower
bound rather than as evidence of a fundamental limitation.
We adopt “exact string matching” for evaluation, meaning
semantically equivalent extractions are counted as false
positives (e.g., “Port Randomisation” vs. “Random Port
Selection”). We deliberately report this worst-case metric,
as (to the best of our knowledge) no established measure

Algorithm 1 Register Network Statistics at Time t

1: function UPDATE(CSt−x,Wt−x, SSRt−x, σt−x, xi)
2: CSt ← CSt−x + xi

3: Wt ←Wt−x + 1
4: rt ← CSt

Wt

5: SSRt ← SSRt−x + (xi − rt)
2

6: σt ←
√

SSRt

Wt

7: return CSt,Wt, rt, SSRt, σt

8: end function

of semantic closeness exists that avoids introducing sub-
jective bias. In practice, semantically-similar strategies are
merged via embedding-based clustering (§4.2.3), substan-
tially reducing redundancy with minimal manual effort.
Hallucinations are further mitigated through fixed seeds
and structured output schemas (§4.2.2). In our setting,
high Recall is crucial, because missed strategies create
permanent gaps in the KG and limit downstream gen-
eralization, whereas superfluous-but-related entities can
be pruned at low manual cost, yielding higher effective
Precision after clustering.

Appendix C.
Feature Extraction Algorithm

For completeness, we provide the two core algorithms
used in KNOWML’s feature extraction procedure men-
tioned in §4.4. Algorithm 1 specifies the update rule for
a single feature statistic. Given a new observation xi,
it recursively updates the cumulative sum (CS), sample
count (W ), running mean (r), sum of squared resid-
uals (SSR), and standard deviation (σ), without stor-
ing the entire history of observations. This formulation
combines Welford’s algorithm [94] with the approach in
Kitsune [63], enabling constant-time updates with minimal
memory requirements. The complete update algorithm is
given in 2.

Building on this primitive, 2 describes the end-to-
end packet-level workflow for online feature extraction.
For each packet, it retrieves the relevant feature spaces
associated with the source–destination channel and the
destination host, updates their statistics by repeatedly
invoking 1, and computes incremental values to capture
short-term dynamics. The updated feature vectors are
then returned for subsequent analysis. In summary, 1
provides the atomic update mechanism for individual fea-
tures, while 2 integrates this mechanism into the complete
packet-processing pipeline, enabling efficient and scalable
extraction of descriptive statistics from network traffic in
real time.

Appendix D.
Overview of Extracted Features

Table 9 summarizes the extracted feature space used
in our experiments. The features were designed accord-
ing to the rules specified in KNOWML, covering a
broad range of traffic characteristics including flow-level
metrics, packet size statistics, temporal dynamics, and
protocol-specific behaviors. In addition to low-level fea-
tures (e.g., TCP flags, inter-arrival times, retransmissions),



TABLE 7: Attack keywords used in search and number of repositories found

Attack Name Base Keywords Variations Repos

TCP DoS TCP Flood, DoS, Denial of Service, Attack 2333

HTTP DoS HTTP, HTTP GET, HTTP
POST, HTTP Request

Flood, DoS, Denial of Service, Attack, Bom-
bardment, Overload

2935

Brute Force SSH Dictionary, SSH Brute
Force, SSH Brute-Force, SSH
Password Guessing, SSH Pass-
word Cracking, SSH, SSH Lo-
gin Guessing, SSH Password
Spraying

Attack, Technique, Method, Tool, Hack,
Crack, Attempt, Threat, Vulnerability, Exploit,
Breach, Brute Force, Dictionary Attack

2585

TABLE 8: Performance results for the Strategy-NER task.

Model Precision Recall F1-Score

GPT-4o mini 0.5316 0.9091 0.6709
GPT-3.5 Turbo 0.5981 0.5541 0.5753
Gollie 13B 0.5417 0.0563 0.1020

Algorithm 2 Online Algorithm to Extract Relevant Fea-
ture Values for Packet at Time t

1: function EXTRACTFEATURES(packet p)
2: H1, H2 ← p.identifiers ▷ H1: source identifier,

H2: destination identifier
3: VH1,H2

← Vchannel(H1, H2)
4: VH2

← Vdestination(H2)
5: ∆V ← [ ]
6: for all v in VH1,H2

do
7: xi ← p.fi ▷ Get corresponding value to

update
8: Wt−x, CSt−x, rt−x, SSRt−x, σt−x ← v
9: ∆CS ← CSt−x ▷ Store value at previous

timestep
10: Wt, CSt, rt, SSRt, σt ← UP-

DATE(CSt−x,Wt−x, SSRt−x, σt−x, xi)
11: v ←Wt, CSt, rt, SSRt, σt

12: ∆CS ← |CSt −∆CS|
13: ∆V ← ∆V ∪ {∆CS}
14: end for
15: for all (i, v) in ENUMERATE(VH2

) do
16: xi ← ∆V [i] ▷ Get change in value
17: Wt−x, CSt−x, rt−x, SSRt−x, σt−x ← v
18: Wt, CSt, rt, SSRt, σt ← UP-

DATE(CSt−x,Wt−x, SSRt−x, σt−x, xi)
19: v ←Wt, CSt, rt, SSRt, σt ▷ Store updated

statistics
20: end for
21: return VH1,H2

∥VH2
▷ Return updated feature

values
22: end function

we also incorporate higher-level protocol semantics (e.g.,
HTTP request methods, SSH authentication counts) to
capture application-layer behaviors.

Appendix E.
Hyperparameter Selection

We performed grid search over the parameters listed in
Table 10. Each model was tuned to maximize Recall under
the constraint FPR ≤ 0.1%, selecting the lowest FPR that

achieved at least 90% Recall. This avoids the “bench-
mark lottery” [27], ensuring that performance reflects the
method rather than arbitrary hyperparameters. For GMM,
we varied n components ∈ 3, 5, 7, 10, 20, 30, 40 and co-
variance type ∈ diag, spherical (14 combinations). For
DA, we searched over hidden ratios 0.1, 0.3, 0.5, learning
rates 0.0001, 0.001, corruption levels 0.05, 0.1, 0.2, activa-
tions relu, tanh, and l2 regularization 0.0001, 0.001 (72
combinations). For EoA, we tuned maxAE 1, 10, learning
rate 0.001, 0.01, and hidden ratio 0.25, 0.5 (8 combina-
tions). This was repeated 2× for different datasets.

Appendix F.
Additional Dataset Details

In this paper, we evaluate attack variants organized by
the categories defined in §2. The breakdown of evaluated
and collected variants is presented in Table 11. Note
that some variants overlap and do not fall into a single
category. In the remainder of this section, we describe the
collection and simulation of the variants used in this study.

F.1. Simulated Attacks

We simulated 4 attack scenarios, applied to benign
traffic from both the CIoT-23 and CIDS-17 datasets, in-
cluding the aforementioned Nkiller2 attack. Each attack
represents a real-world known vulnerability. The simula-
tions were conducted by taking an hour of benign traffic.
For each simulation we forced at least a 2x increase in
rate compared to the original benign traffic (if not stated
otherwise). The goal is to show that even with an increase
in the average byte rate, those attacks still cannot be
captured due to the insufficient discriminative power of
the feature space. The configuration and setup details are
given as follows:

1) Low-rate TCP: Throttling the TCP SYN attack by
sending packets in bursts of 1 second and an idle
time of 1 second. Simulating a well-established Low-
Rate TCP Targeted attack [56] targeting the TCP
Retransmission Timeout (RTO) mechanism.

2) Nkiller2: Setting TCP window size of TCP packets
to 0 and sending packets at 2.2x rate as the benign
traffic. Simulating the vulnerability [2], [64], [67].

3) HTTP DoS (HTTP Overflow): Setting HTTP
Accept-Language to overflow a long valid string,
causing the server to spend excessive time processing
(as described in [69]). The packets are sent at 2.2x
rate as benign traffic.



TABLE 9: KAFS Feature Space of KNOWML. Features for HTTP, TCP DoS and Brute Force. ICMP features are
included due to reconnaissance strategies found in examined repositories. The feature space is organized according to
their underlying characteristics.

Category Statistics (Examples) # Features Description

Connection Metrics Duration, keep-alive count, idle con-
nections

8 Connection lifespan and persistence patterns

Packet Volume Total count, size, inbound/outbound
rates

18 Directional packet counts and transmission rates

Inter-Arrival Time Total time, minimum, maximum,
variation

8 Temporal spacing between packets

Throughput Transmission rate, throughput 4 Data transfer rates (bytes/sec)
TCP Flags SYN, ACK, RST, FIN, PSH, URG,

XMAS, NULL
16 Control flags indicating connection state and

anomalies
TCP State State distribution (0–6), current state 8 TCP state machine progression
TCP Flow Values Window size, header values 28 Receiver buffer management and congestion sig-

nals
TCP Quality Retransmissions, packet loss, check-

sums, fragments
12 Transmission reliability and error indicators

Time-to-Live (TTL) TTL (average, spread, min, max),
packet count

14 IP hop count distribution (routing path)

HTTP Methods GET, POST, PUT, DELETE, HEAD,
PATCH, OPTIONS, TRACE

16 Request type distribution

HTTP Status Success (2xx), client error (4xx),
server error (5xx)

6 Response code categories

HTTP Statistics Payload size, header size (average,
spread, count)

18 HTTP message size statistics

HTTP Protocol Anoma-
lies

Malformed headers, HTTP/2 frames
(RST STREAM, GOAWAY)

22 Protocol violations and HTTP/2-specific events

HTTP Timing Connection rate, authentication at-
tempts

4 Application-layer session dynamics

SSH Protocol Packet size/count (average, spread),
key exchange attempts

20 SSH session establishment and authentication pat-
terns

ICMP Packet count, error messages, ping
requests

6 Network diagnostics and reconnaissance indicators

Request/Response
Timing

Request interval, response interval 4 Application-layer interaction timing

Connection Dynamics Establishment/termination attempts
per second

4 Connection lifecycle event rates

Total: 214 features (108 channel-level + 106 destination-level).

TABLE 10: Grid search parameters and number of combinations for each model, tested at FPRte=0, 0.01, 0.1%.

Model Parameters Combinations
GMM n_components: [3, 5, 7, 10, 20, 30, 40]

covariance_type: [diag, spherical]
14

DA hidden_ratio: [0.1, 0.3, 0.5]
learning_rate: [0.0001, 0.001]
corruption_level: [0.05, 0.1, 0.2]
activation: [relu, tanh]
l2_reg: [0.0001, 0.001]

72

EoA maxAE: [1, 10]
learning_rate: [0.001, 0.01]
hidden_ratio: [0.25, 0.5]

8

4) HTTP DoS (Mal Header): Setting HTTP Accept-
Encoding to manifold of invalid values which can
cause the kernel to crash, simulating vulnerability
[12], [68]. The packets are sent at 2.2x rate as benign
traffic.

F.2. Captured Attacks

The CAP dataset was collected in a controlled but re-
alistic setting using two heterogeneous hosts: a MacBook
running Sonoma 14.1 and a Dell PC running Ubuntu 14.
The Dell PC was configured with an nginx HTTP service

when HTTP DoS attacks were executed. The Dell machine
acted as the victim, and all traffic was captured directly
on the victim using Wireshark to minimize measurement
artifacts and ensure that the traces reflect the actual net-
work load experienced by the service. The MacBook
acted as the attacker and generated malicious traffic by
replaying five different HTTP DoS attack strategies using
Fiberfox [51].

To avoid dataset bias and ensure realism, we (i) used
commodity hardware and standard operating systems in-
stead of emulators, (ii) deployed widely used services
(nginx for HTTP) with default configurations, and (iii)



TABLE 11: Summary of Attack Variants used for evalu-
ation.

Category Variant Name Dataset

O
ut

-o
f-

D
im

en
si

on HTTP Overflow CAP
HTTP Mal CAP
Nkiller2 CAP
Brute Force IoT-23
Brute Force CIDS-17
Brute Force (P=0) Con
DoS Golden Eye CIDS-17
DoS Hulk CIDS-17

N
on

-T
hr

ou
gh

pu
t DoS-Slowloris CIDS-17

DDoS-Slowloris CIoT-23
DoS-Slowhttptest CIDS-17
Fiberfox AVB CAP
Fiberfox BYPASS CAP
Low-rate TCP CAP
Brute Force (P=1) Con
Fiberfox GET CAP

C
om

po
si

te

DoS-HTTP CIoT-23
DDoS-HTTP CIoT-23
DoS-SYN CIoT-23
DDoS-SYN CIoT-23
DoS-TCP CIoT-23
DDoS-TCP CIoT-23
DDoS-PSHACK CIoT-23
DDoS-RSTFIN CIoT-23
DDoS-SynIP CIoT-23
DDoS-ACK Frag CIoT-23
Fiberfox SLOW CAP
Fiberfox STRESS CAP

allowed background system processes and benign traf-
fic to coexist with attacks during collection. This setup
prevents artificial isolation of attack traffic and preserves
natural protocol dynamics such as connection establish-
ment, response codes, and timing behavior. In addition, we
avoided synthetic traffic generation tools beyond the attack
scripts themselves, thereby reducing the risk of artifacts
in packet structure or timing distributions. Each attack
strategy was executed for 20 minutes (as specified in the
README.md of Fiberfox [51]), resulting in five distinct
attack scenarios:

1) --AVB: Issues HTTP GET packets into an open
connection with long delays between send operations.

2) --GET: Sends randomly generated HTTP GET re-
quests over an open TCP connection.

3) --STRESS: Sends a sequence of HTTP requests with
a large body over a single open TCP connection.

4) --BYPASS: Sends HTTP GET requests over an open
TCP connection and reads responses back.

5) --SLOW: Similar to STRESS, but issues HTTP re-
quests while keeping the connection active by reading
back a single byte and sending additional payload
with timed delays.

Con. This dataset was provided by external collaborators
(not produced as part of this work) and was collected using
SSH Patator [57] to evaluate generalization against SSH
variants. --SSH_PERSISTENT: If set to 0, it creates a new
connection for each attempt; otherwise, it sends multiple
brute force attempts through the same connection until
termination.

TABLE 12: Comparison of Kitsune Before and After Fix
at FPR=0 on the Kitsune Mirai dataset

Metric Kitsune Before Fix Kitsune After Fix

True Positives (TP) 560,735 565,390
True Negatives (TN) 66,620 66,620
False Positives (FP) 0 0
False Negatives (FN) 81,781 77,126
Precision 1.0000 1.0000
Recall 0.8727 0.8791 ↑ (+0.0064)
F1-score 0.9320 0.9361 ↑ (+0.0041)

Appendix G.
Patching Kitsune

When implementing baselines, we referred to the Kit-
sune open-source implementation at [62]. We observed
an exponential increase in runtime during the feature
extraction process in Kitsune. Our analysis revealed that
the covariance update underwent an unintended double
decay, which deviates from the algorithm described in
the original paper [63], leading to the runtime growth. To
ensure fair comparison, we corrected this issue, and all ex-
periments in this work were conducted using the patched
version of Kitsune. Table 12 presents performance results
on the original Mirai dataset. Our results are comparable
to those reported by Arp et al. [15], but differ from those
in the original Kitsune paper, as a number of features had
been removed by the authors [89].
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